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1.0. Introduction

This guide will take you by the hand and help you to setup everything you need, to use Unicon elLux
operating system on devices that is being management by Unicon Scout.

There are many possibilities how to setup such an environment but in this guide we will describe how
to set it up for testing purposes for small environments, so you can easily and quickly start enjoying
using the software of Unicon.

For production environments it is recommended to first consult with Unicon Experts to see what the
best approach is for you situation.
In short with this guide we will do the following:
1. Create a custom eLux image, which we also use to install eLux on the devices.
With ELIAS18 we can create custom elLux operating system images with the bare
minimum software packages that is needed for your environment for better security.

For this guide we will use RDP, Internet Browser and MS Teams.

What is not installed on the device is something that cannot be exploited!

2. Install the custom eLux image on a device using a bootable USB stick installer.
With StickWizz we will create an bootable installer USB stick to install the eLux
operating system on a device.

3. Add the device with the newly installed eLux to the management suite to manage the device

centrally.

Scout is the management suite to easily manage all your devices with the eLux
operating system centrally and remotely.

We hope this guide will be helpful to get you quickly started for setting up a secure and easy to
manage endpoint environment!
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2.0. Hardware requirements

With a lot of things in life we also need some preparation here.
Let’s talk about what we need and where to get the necessary Unicon software.

e Installing the eLux Operating System
o USB Stick

This USB stick will function as a Bootable installer to install the eLux Operating
System on the endpoint.

>= 4GB

e elLux Operating System
o Compatible endpoint
Any thinclient, PC or Laptop will do as long as they meet the following
requirements:

:I:lil}: x86, 1 GHz (Dual Core), 64-bit capable

00003  1GB (preferably 4GB or more)

4GB (preferably 16GB or more)

e ELIAS18 & Scout
o Server / VM

In this guide we will install ELIAS18 and the Scout Management Suite on the
same server.

:f:lé:l:}: x86, 1 GHz (Dual Core), 64-bit capable

(l0m3 4GB (preferably 8GB or more)

K-

40GB (excluding what is needed for the Operating System)

@9  Clean installation of MS Windows Server 2016, 2019, 2022
Tweco-IT BV +31 (0) 541 229 933 IBAN: NL45ABNA0598358994
Zwollestraat 2 info@tweco-it.nl BIC: ABNANL2A
7575 EP Oldenzaal www.tweco-it.nl BTW: NL809739483B01

KvK: 08099045

Op al onze leveringen en diensten zijn onze algemene voorwaarden van toepassing gedeponeerd bij de KvK Veluwe en Twente.


mailto:info@tweco-it.nl
http://www.tweco-it.nl/

Tweco unicon

3.0. Getting the Unicon software

We will need to download a total of 4 files, which are:
e Unicon eLux USB Stick Image (used to create an USB Stick to install eLux OS)

e Unicon eLux Package (contains all the packages and modules for eLux)
e Unicon ELIAS18 (used to create custom eLux images)
e Unicon Scout (used to manage eLux OS & devices with eLux OS)

1. Open your Internet Browser of choice and go to the website: https://myelux.unicon.com

2. If you are already registered click the “Click here to log on” button and
skip step 3 and goto step 4.

If you are not registered then depending on if you are a Partner or Customer, click the
appropriate “Signup” button in the "New to myelux.com?” section.

myelux Parther and Customer Portal

Already registered?

Click here to log on

New to myelux.com?

Partner 0 R Customer
Service providers / resellers / distributors / MSPs Internal IT departments
Be part of the Unicon Partner Programm (UPF) today! Download trials, trainings, demos and support for Unicon products and solutions
= Special offers and incentives « Pre-sales support
» Deal registration ‘ » * Access totraining
= Learning ressources and certification « Download software trials, demos
* Registration as MSP Partner * Webinars

Partner signup Customer signup
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3. Fill in all the required fields of the registration form and don’t forget to check the
“Privacy Policy” and the “Terms of Use” boxes if you agree to them.
Enter the Captcha code and then finally click the “Create account now” button to register.

You will receive an e-mail when your account has been created.
After receiving this e-mail go to https://myelux.unicon.com
and login by pressing the “Click here to log on” button.

User account information

Email * Password * Repeat Password *

Personal information

Salutation * First Name * Last Name
Please choose...

Phone Number * Mobile Phone Number

Job Title Department Business Unit

Street Address * Postal Code * City *

Country * State

Please choose ...

Preferred Language *

English

4. Type your e-mail address and password to login.

myelux

Our logon procedure has been updated. Please use your email address instead of your username.
Your password remains the same as before.
If you forgot your email address, please contact us via the contact form on our website.

Log on to myelux.com

Enter your username and password here in order to log in on the website

Email * Password®

Log on Forgot password
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5. Once you are logged in, you will see the myelux.com Dashboard.
Let’s start downloading some software.

First let’'s download the eLux packages we can use to create our installer image.
Click on the following:

eLux -> elLux Packages -> eLux RP 6 2302.2 LTSR -> AllPackages-3 6.2302.2_AllPackages-3

myelux.com Dashboard
m elux

Downloads m elux Software Packages

eLux Software Packages 2 oLux RP 6. (64-bil)
1 » All software packages for Gurrent eLux operating system versions, plus Gertificates for package »

® Scout validation

Container UC_RP6_X64
Scout Cloud Gateway

> eLuxRP62302.2LTSR 3 2023-05-19
> Tools >

elux RP 6 2302.2 LTSR

eLux RP 6 is already licensed Container ID: UC_RP6_X64-1.0-1
Using eLux RP 6 on a device does not require a Client aperating system license as eLux RP 6 is delivered pre-licensed.

Last update: 2023-05-19

Scout Enterprise 15 can manage up 1o 5 thin clients without an eLux & Scout Enterprise Management Suite license key.

Released: 2023-03-28
With eLux & Scout Subscription, you are free to update our products anytime.

Requires: Scout Enterprise Management Suite
[@ Release Information
(@ SystemRequirements
[@ Supported Hardware
= previous version (eLux RP 6 2209.)
® Previous version (eLux RP 6 2104 LTSR CU4)
[# Manuals and Guidelines
Release Packages

Search packages. Q O Show only new packages
Title T New LTSR Date size Details Info
Bundles
AllPackages-3 6-2302.2_AllPackages-3 | 4 * 2023-05-19 2046,2 MB o 6.2302.2_AllPackages-3 Container Archive
NID5: d4643cE573e/ 2alcia/alasTberbal2a contains all packages of this container
including

the container installer (eLuxContainer.exe)

6. Time to download StickWizz for creating an Bootable USB Stick. Go back to the Dashboard.
Click the following:

Tools -> StickWizz -> 3.4.2

myelux.com Dashboard
Tools

StickWizz 2
= elux » Create individual USB recovery sticks

= Scout

Downloads

& Scout Cloud Gateway

o] 1
y 3

StickWizz

Allows you 1o create a bootable USB recovery stick from a StickWizz file (.stw or .dd)
Use ELIAS 1o create an individual disk image from your firmware image which is then saved as a StickWizz file.

Manuals and Guidelines

Releases

Title T New LTSR Date Size Details Info

3 2019-01-14 6MB a

MD5: b266feh2a091a6af0a164bb393060b87
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7. Now let’s download the Scout Management Suite. Go back to the Dashboard.
Click the following:

Scout -> Scout -> 15 2304

myelux.com Dashboard

Downloads

# elux

ure and update your de!

through our management solution

1 =P

# Scout Cloud Gateway

s the Management C

tructures. It also compris:

e administrators use 1o e:
he Report Ges

ily manage complex endpaint
rator and the legacy ELIAS application.

> Tools

Scout

Scout comes with new major administration features.

[3] KeyFeatures
%) System Requirements

3] Manuals and Guidelines

Releases

Title 1 New LTSR Date Size Details Info

15 2304 3 * 2023-04-28 450 MB = Scout Board enhancements for
SUe3TaNN26 of commands and Ul

1523021 LTSR * v 2023-03-28 584 MB - Long Term Service Release 15 2302.1

MD5: o¢ AT 7 5 TSR

8. Last but not least we will download ELIAS18. Go back to the Dashboard.
Click the following:

Scout -> ELIAS -> ELIAS 18 2304 for Windows

myelux.com Dashboard

& Scout
Downloads

& eLux

1 » Create and maintain individual firmware images

The web-based ELIAS 18 front-end s platform-independent and easy to use. It helps administrators
& Scout Cloud Gateway keep their firmware images up-to-date with the latest sofware packages, while ensuring compatibility
> Tools between all packages and components. .

ELIAS

ELIAS 18 ensures that all software packages required for an operational image are included, checks software dependencies and avoids version mismatches. Required packages are automatically identified and requested.
You can even choose whether ELIAS 18 should always provide the latest version of a specific software package and, at the same time, you need not worry about compatibility with other packages.

Release information

ELIAS 18 provides the functionality described in our uDoes. This range of functionaiity is continuously extended with the development of future versions. Please make sure you Use the current version according 1o the:
functions described. We look forward 1o your feedback about your experiences with ELIAS 18.

(¥ KeyFeatures
[# System Requirements

[# Manuals and Guidelines

Releases

Title t New LTSR Date Size Details Info

ELIAS 18 2304 for lows * 2023-04-28 358 MB = Windows version
MD5: f5cb5609a3¢74ed717c379b3615233be

ELIAS 18 2304 for Linux * 2023-04-28
MD5: 763b80817b93419976dbb86ebebd15ed

18 MB Linux version
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4.0. ELIAS18

ELIAS18 is used to create custom elLux images. By using custom images you can add only the modules
you need into the eLux Operating System which increases security and the image will stay small in size
and lean.

4.1. ELIAS18 Installation

1. Log in your server which you will use for ELIAS18 & Scout.

2. There are some requirements we have to address that is necessary to run ELIAS18.
We have to install Microsoft Information Service (IIS) 7.0 or later.
So let’s do that.

Open the Server Manager console the on the Manage menu, click add Roles and Features.
On the Select installation type page, select Role-based or feature-based installation.
On the Select destination server page, select this server from the server pool and press Next.

Now check Web Server (IIS) and a pop-up will appear.
In the pop-up click on the Add Features button.
Then press the Next button.

f& Add Roles and Features Wizard - [m] x
Select server roles DESTINATION SERVER
SCOUT-EVAL
Befors You Beain Select one or more roles to install on the selected server. [ Add Roles and Features Wizard X
Roles Description Add features that are required for Web Server (IIS)?
L Active Directory Certificate Services CEDEI Q)ErEtRaE H Y The following tools are required to manage this feature, but do not
[] Active Directory Domain Services manageable, and scalable Web have to be installed on the same server.
[] Active Directory Federation Services application infrastructure.
[[] Active Directory Lightweight Directory Services 4 Web Server (IIS)
[] Active Directory Rights Management Services 4 Beheerhulpprogramma's
[] Device Health Attestation [Tools] lIS-beheerconsole
N [] DHCP Server
Confirmation [ DNS Server

[ Fax Server

[ File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[] Network Policy and Access Services

[ Print and Document Services

[ Remote Access Include management tools (if applicable)
[[] Remote Desktop Services

[ Volume Activation Services

[] Windows Deployment Services
[] Windows Server Update Services

Cancel

< Previous Mext > Install Cancel
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3 CheCk the & Add Roles and Features Wizard — [m] X
.NET Framework 3.5 Features Sl PeiEs SETRATON SRR
and click the Next button.

Before You Begin Select one or more features to install on the selected server.

Installation Typs Features Description
Server Selection | [NET Framework 3.5 Features ~ NET Framework 3.5 combines the
Server Roles I+ [W] .NET Framework 4.8 Features (2 of 7 installed) powesolthelNESEamenorca )
Z 1 [] Background Intelligent Transfer Service (BITS) APls with new technelogies for
= [ Bitlocker Drive Encryption building applicatiens that offer
Web Server Role (I15) [] BitLocker Network Unlock appealing user interfaces, protect
N [] BranchCache your customers' personal identity
Role Services [ Client for NFS infermation, enable seamless and
Confirmation [] Containers secure communication, and provide
[] Data Center Bridging the ability to madel a range of
[] Direct Play business processes.

[] Enhanced Storage

[] Failover Clustering

[] Group Policy Management

[ Host Guardian Hyper-V Support

[ 170 Quality of Service

[ 115 Hostable Web Core

[] Internet Printing Client

[ 1P Address Management (IPAM) Server

71 LPR Port Monitor v

Install

& Add Roles and Features Wizard — [m] X

4. In this screen we click on the
Next button. Web Server Role (IIS) o ruad

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Intemet Information Services (1IS) 10.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IS 10.0, ASP.NET, and Windows
Communication Foundation.

Before You Begin

Server Selection
Server Roles
* The default installation for the Web Server (IIS) role includes the installation of role services that

(IIs) enable you to serve static content, make minor customizations (such as default documents and HTTP
errars), monitar and log server activity, and configure static content compression.

Role Services

Confirmation

More information about Web Server IS

Install

= Add Roles and Features Wizard — [m] X

5. Expand Application Development,
select WebSocket Protocol. Select role services sesTmaron s
Then click the Next button.

Before You Begin Select the role services to install for Web Server (IIS)

Installation Type Role services Description

Server Selection 115 10.0 and ASP.NET 4.2 suppert
writing server applications that
communicate over the WebSocket

Pratocol.

[] 1IS Client Certificate Mapping Authenticatic
Server Roles ["] 1P and Domain Restrictions
Faatures [ URL Authorization
[] Windows Authentication
Web Sarver Role (Iis) 4 [¥] Application Development
Role [] .NET Extensibility 3.5

[ .NET Extensibility 4.8
Confirmation [] Application Initialization

] Asp

[] ASP.NET35

[] ASP.NET 48

O ¢l

[] 1SAPI Extensions

L] ISAPI Filters

[] Server Side Includes
4[] FTP Server

[ FIP Service

1 ETD Evbancihiline v

Install
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6. CheCk e Add Roles and Features Wizard - O X
“Restart the destination server
automatically if required”
an d CI |Ck th e I n Sta I I b Utton . | i, Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati.. ¥

Before You Begin To install the following roles, role services, or features on selected server, click Install.

DESTINATION SERVER

Confirm installation selections scouT-EvAL

Installaticn Type [] Restart the destination server automatically if required

Server Selection Optional features (such s administration tools) might be displayed on this page because they have
been selected automatically. If you do not want te install these optional features, click Previous to clear
their check boxes.

Now the required roles and i
Features are being installed. Features

Web Server Role (I5) {NET Framework 3.5 Features

B .NET Framewaork 3.3 (includes .NET 2.0 and 3.0)
Role Services

.. . —— Web Server (IIS)
When finished click Nomeamn o
IS Management Console

the Close button. Web Server

Application Development
WebSocket Protocol

Common HTTP Features

Export configuration settings
Specify an alternate source path

< Previous Next > Install Cancel

7. Now it is time to install ELIAS18.
Copy the ELIAS-18.2304-2.zip and the
eLuxRP-6.2302.2_AllPackages-3.zip files s Eliasinstaller
that you downloaded before to this
server and extract the ELIAS-18.2304-2.zip file.
Open the extracted folder and run
EliasInstaller.exe

8. Read and agree to o ELIAS 182304 x

Unicon End User License Agreement.
Check the I accept the agreement ™ ELIAS ELIAS 182304

checkbox. Select the installation language

Then click the Next button. English 5
Unicon End User License Agreement ~
1. Subject

1.1 For the purposes of this End User License Agreement (this
“EULA") the term “Software” shall mean the software in the object
code, the version and the specification indicated in the software
product data sheet of Unicon GmbH (“Unicon”). The Software
consists of machine-readable instructions and/or printed
documentation and related licensed materials. By installing or
copying the Software you agree to be bound by the terms of this
EULA.

I accept the terms of the license agreement

unicon

Next | | Cancel ‘
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9. Keep this on the default o ELAS 182304 ><

“Install MongoDB locally” option.
Click the Next button. s ELIAS ELIAS 18 2304

Please select your MongoDB installation type

(& Install MongoDE locally
MeongoDB will be installed on this machine and configured to run on
4 J localhost anly.

(O Use an existing MongoDB
@ Configure and use an existing MongoDB installation

unicon

Back | | Next | | Cancel

10. We leave the database name o ELIAS 18 2304 X

as default.
Click the Next button. s ELIAS ELIAS 18 2304

Please configure your ELIAS settings

Enter a name for your ELIAS database

|ELtAS Datebase

unicon

Back | | Next ‘ | Cancel

m  ELIAS 182304 X

11. Since we won't rely

Active Directory in this guide
uncheck Allow Active Directory logon. . ELlAS s sl

Please configure your ELIAS access control

[1 Allow Active Directory logon

Enter you desired password for ELIAS
At the bottom.
Click the Next button to continue. [ —

O’o Provide the Keycloak configuration file

Select Keycloak configuration file...

Provide the demain for the user authentication

Enter a password for the local admin account integrated in ELIAS

Password sssssnsnense
unicon Confirm password |eeesesesese
Back | [ Next | | Cancel
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12. Leave everything here also o ELIAS 182302 %
as default.
Click the Next button. s ELIAS ELIAS 182304

Please configure your server settings
@ Please enter the port for the ELIAS web service: | 22130
Use IS for ELIAS redirection
:\2 Enter the name of the website to be used for ELIAS.
Default Web Site
D Enter the path name for ELIAS.

elias

unicon
Back | | Mext | | Cancel
13. If necessary change the default o ELIAS 132304 X
installation path if not then leave
it default. s ELIAS ELIAS 18 2304
Ready to install ELIAS
Click the Install button to start [ wetaito
the installation. |c\Program Files\Unicon\Scout\ELIAS \
gﬂ These prerequisite packages will be installed
MongoDB 4.0.1 1IS Addon URL Rewrite
1IS Addon External Disk Cache 1IS Addon Application Request Router
1IS Addon Webfarm
unicon
Back | | 9 Install ‘ | Cancel
14. Once the installation is finished o ELIAS 182304 ®

Click on the Close button.
s ELIAS ELIAS 18 2304
Let’s continue and start using Installation completed
ELIAS18 to create out very first
custom Elux image!

Qy The ELIAS 18 installation has finished successfully.

unicon
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4.2. Using ELIAS18 [3VYoulube

1. During the installation an icon
for ELIAS18 had been placed on
the desktop. Start ELIAS18 by
clicking this icon.

2. Log on to ELIAS by using the

during the installation. Log onto ELIAS

LOCAL LOGON
Username
admin
Password o
Language
aE EN LOG ON

3. We now have to load in all i}
the packages that Unicon had to
offer for their eLux OS.

& ELIAS x |-|-

&« G A Not secure | scout-eval/elias/containers

These packages will be stored in Container Libr...
a container library.

f Version: Undefined
l 1] UC_RP6_X64

In this guide we use the default
container.
Click on UC_RP6_X64.
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4. 1In the bottom click on the 2 ELIAS Comamer  UCRPoXG4 U
IMPORT button.

In the new windows navigate to the Package Library
eLuxRP-6.2302.2_AllPackages-3.zip

file which you copied to this server

earlier, select this file and click on The container is empty. Please import
the Open button. packages.

%9 Az Image Library

In the bottom a status bar appears
Telling you that the container is
being updated.

This means that all the

eLux packages are being imported
from the zip file.

The container is being updated.

. . ~ IMPORT EXPORT
With this we can create our custom

image.

Import result

be pat ient. Filename: eLuxRP-6.2302 2_AllPackages-3.zip
File size: 200 GB
Report date: Tuesday, May 30, 2023 1:34 PM

When finished you will see a windows File content of: eLuxRP-6.2302 2_AllPackages-3.zip
. . System: 2 files

with the import result. ELIAS .dd file: files

EPMs: 79 files

FPMs: 355 files

This can take some time so please

. . . Legacy: files
Click the X in the top right corner. g ociots: floe
Unhandled {not imported): 2 files
Signature: 423 files
Total: 861 files
Imported system files: installrp-714-6.UC_RP6_X64-10gz
installrp-714-6 UC_RP6_X64-10.gz sig

Unhandled (not imported): container.ini
eluxContainerexe files
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5. Time to create our first custom image.
First let’s talk a bit about what you are seeing:

unicon

On the left you see the Packages Library, this contains all the packages we can use.
This package library contains for example the Firefox browser and also the Chromium browser.
Many clients such a RDP or Citrix client.

On the right side we have our Image Library which will store all our created eLux images.
Maybe you will have an eLux image for the Financiel Departement with only a Citrix client while
The eLux image for Marketing will have a Citrix client, Microsoft Teams client as well as a
Chromium browser. The possibilities are endless.

But first let’s start to create a simple eLux image containing a RDP client, Microsoft Teams client
and a Firefox browser.

Click in the bottom right corner on the CREATE button.

unicon L, GEIEHRBE OO

Container
ELIAS ...

Package Library

6. In the windows that appears in
the middle type in first-image
to create an image template.

zoomclient 511104400 -1
Zoom Client for Linux

zoomeitriqlugin 51310.23000 -1
Zoom Citrix Plugin

%org 1207124
X.Org XWindows system

wiandrivars 12.8 -1
WLAN drivers

wget 1971-1
Waet network downlozder

webkitgtk 2451 -1
WebKit1 GTK Layout Engine

wrmwarevasviclient 2206 - 1
VMwere Horizon Client for Linux

videslibs 50- 4
Video libraries

fudi_utils 1.01-2
Utils package for JVDI

userauin 3171 -4
User authentication modules

update,_support_utility 100 -2
Update Support Utility

UC_RPE_X64
UC_RPE_X84-1.0-1

=b

Eb

T

R

m-

Image Library

first-image

The container has no images defined. Create an image by pressing the Create button below.

(4 & S\ admin

Q9 =

‘=

Details
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7. Next to the Package Library

There is a looking glass. . : ~
- .’ [l |
When you click on that a Package Library  firefox -\ 00 AZ
Search field appears. QI reoxi0240-1 .
i

Type in this search field: Firefox B Firefox Webbrowser

Now everything that has to do with
RDP will appear in the list.

8. Drag the Firefox package to your first-image template.
Now the Firefox package is added in the first-image template.

Package Library firefox QB3

Bl Arefox10240-1

AZ
mr
[ | Firefox Webbrowser = I

9. Now repeat steps 7 and 8 for

Microsoft Teams (search: Teams)
And
RDPConnect (search RDP) @l 102401
eLuxRDP (search RDP) B Firefox Webbrowser
After you added the 4 packages Ml te=ms140026453-1 _
in total, your list should look like BE  Microsoft Teams Client for Linux
this list. B rdrconnect321-2
[ | RDOPConnect
Bl swrdp2a-2
[ | elLuxRDP
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10. Once the packages are added
in the template we can add
some options to this package.

Click on eLuxRDP to expand.
Check Multimedia redirection and
H264 desktop decoding.

You can do the same for Firefox Webbrowser.

For example you can add a language pack
to have Firefox in your local language.

Many packages have options you can explore.

We leave it with this.

11. Now that we have added the packages
A lot is still missing.
You might be wandering:
Don’t we need the Base Operating System?
Well you are right! We do need it.

Press the SOLVE button. It's next to
The SAVE button at the bottom middle.

We get a question if we want to save the

Wl firefox10240-1
[ | Firefox Webbrowser

[ ] | teams 140026453 -1

unicon

[ ] Microsoft Teams Client for Linux

B rdpcomnect321-Z
B RDPConnect

Bl clwodp2a-2
[ | elLuxRDP

Programs and libraries

Graphical front-end

Multimeadia redirection

D
D
B Helper
»
[

H264 deskiop decoding

El  firefox10240-1
Firefox Webbrowser

[ 1 | teams 1.4.00.26453 -1
Microsoft Teams Client for Linux

Bl rdpconnect32i-2
RDPConnect

Bl Awrdp24-2
| eLuxRDP

Confirm Navigation

SAVE SOLVE

template. Yes we do.
Click on YES Your Template has unsaved changed. Do you want 1o
save the template before continuing?
YES NO CAMNCEL
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12. We now see that the list got a lot longer!

unicon

When pressing SOLVE, ELIAS determines < lﬂmgt_|mage o
what packages are needed to run the
eLux Operating System and the packages B et
that you have selected.
All the packages that are missing will be BR FroioWobbromoer
added to your first-image template B repcomeciazi-2
automatically. W ROPConnect
How cool and easy is THAT? Ml iems1400.25453 -1
BT Microsoft Teams Client for Linux

Now that the list is complete let’s save it e
again. Click on SAVE. o250 1

¥l Base0S eLuxRP

The image is now ready to be deployed.
Because it only has the packages we need,
it is secure, lean and small in size.

baseprinter 23.31-3
Print Environment (CUPS)

ca_certificates 1.05-1
CA certificates

SAVE

SOLVE

13. Let’s export the image so we can use it for the Bootable USB Stick installer.
This way all the devices we will convert will have the first-image that we created installed.

Click on the UP Arrow in the bottom.

In the expanded menu click on StickWizz
to select it.

Click on EXPORT

LA Tl L anes

deskitop_snvironment 243 -3
[l Desktop Environment

EXPORT DELETE

- s

LOCK SIGN EXPORT DELETE

coon skt

EXPORT

DELETE
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Add an description if you want. . L .
It's optional so it's up to you. Create Recovery Image for StickWizz X

Then click on CREATE to export the image

After you click on CREATE you are back at Provide a description for the image (optional):
the main screen.

Don't panic! In the background ELIAS is
exporting the image. If you think nothing is
happing check you CPU usage.

It should be a bit high.

CREATE

A Y8 V= 4

When ELIAS is finished the image is Downloads [ oa - D
Automatically downloaded by your browser. M

. first-image.stw
© Openfile

The first-image.stw file is what we will use
to create our Bootable USB Stick installer.

See more

& first-image

That’s it, well done, we are so proud of you!
You have created your very first custom eLux Operating System image.
It wasn't too hard was it? It's always looks more difficult than it really is.

Now let’s copy the first-image.stw file to the system where you have download StickWizz in Chapter 3
and move on to create a Bootable USB Stick with this image file.
Before you know it we also have a device running your custom eLux OS image.
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5.0. Create an bootable installer USB Stick

StickWizz is being used to create an bootable USB Stick to install eLux OS on the device.

1. If you haven't already done so, copy the first-image.stw file from the “"ELIAS18 sever that we

have created in Chapter 4.

Insert the designated USB stick in your system. Be careful! This USB Stick will be erased!

2. Extract the download StickWizz_3_4_2.zip file

and open the folder.
Start the StickWizz.exe program.

3. Click on the Folder Icon (1) and navigate

to the first-image.stw file, select this file
and click on Open.

Click on the drop-down menu (2) under
Device and make sure you have selected

the appropriate USB Stick you want to use.

Check Verify write process (3) and then
click the Write button (4) to create the
USB Stick.

4. Once the Bootable USB stick is creation

is finished you get a Write Successful message.

Click the OK button.

The USB Stick is ready to install eLux on some devices!

& StickWizz.exe

& StickWizz - 342 = m] x

StickWizz

L unicon
SOFTWare

mage File

Device 2

[C:"‘-.St‘cc'-.-”w.-"zz_3_4_2'a_f‘rst-'-ﬂage.stv-; ||I! A

3w'1’u'nare Checksums: Not activated.

|E|-.-"e rify write process

Progress
|ﬁ J
Write ‘ Cancel ‘ Delete | Close
4

& Complete - 3.4.2 X

'e» Write Successful,
oK |
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6.0. Installing eLux OS on an endpoint

Unicon elLux is a secure, easy to manage and modular operating system which we now will install on
the device of choice.

1. Please the created USB Stick with the eLux custom image into your device and boot from the
USB stick. Depending on the device to access the Boot Manager you need to press either F8,
F10 or F12. If those keys are not working then consult the manual of the device for more
information or maybe try Google ;)

Select the USB stick from the Boot Manger.

2. The option “Install eLuxRP 6.xxxx.x-x EFI system on hard disk” is already selected. If not then
select this option and press the ENTER key.

eLux RP 6 Recovery USH (c) 2023 Unicon GmbH

Install eLuxRP 6.2302.0-5 System on hard disk

Clean hard disk (all data will be destroyed)

3. Select the hard drive you wan to install CUIES Lisd = I3
Unicon Elux on by pressing the corrospondig
of the hard drive in the list.

In most of the cases press 1.

Please be aware that this action will format the drive and delete all the content
on it! If you are not sure press the q key and to cancel the installation.

4. Unicon elLux is now being installed on your device. Once the installation is completed the
device will reboot automatically and Unicon elLux is ready to be configured.

L

Paritions  system=1816 ME | update=12052 MB
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7.0 Unicon Scout

Unicon Scout is the easy to use managed suite to manage all the devices with Unicon elLux installed on

it. You can change settings or add applications to a specific group of devices. All tailored to your End-
Users needs.

7.1 Unicon Scout installation

1. Log in your server which we also used for ELIAS18.
We will use the same server for the Scout Management software.

2. Right click on Start and click on Run.
Type: secpol.msc and press OK.
Go to Local Policies — User Rights Assignments.
Open Log on as a service and add your user account which you use to install Unicon Scout.
Click on Apply and then on OK.
Close the Local Security Policy editor.

3. Now it is time to install Scout.
Copy the Scout-15.2403-2.zip that you
downloaded before to this server and B Scoutlnstaller
extract the Scout-15.2403-2.zip file.
Open the extracted folder and run
Scoutlnstaller.exe

B Scout Enterprise Management Suite Installation %

4. Read and agree to

Unicon End User License Agreement. B Scout Version 152304
Check the I accept the agreement Select the installation language
checkbox. Engler -

Unicon End User License Agreement

Then click the Next button.

1. Subject

1.1 For the purposes of this End User License Agreement (this
"EULA") the term “Software” shall mean the software in the object
code, the version and the specification indicated in the software
product data sheet of Unicon GmbH (“Unicen®). The Software
consists of machine-readable instructions and/or printed
documentation and related licensed materials. By installing or
copying the Software you agree to be bound by the terms of this
EULA.

[ Tagéeptihe terms of thelicense agreement

unicon
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5. Select the “Local DB" option. Press Next. B Scout Enterprise Management Suite Installation X

B Scout Version 152304

In this guide we keep the installation simple. Select the database type

When using the Local DB option e e Mot 50. S dsos margenent s,
Scout Board and Statistics won’t work.

suitable for managing medium and large thin client environments

@) Local DB
Use the integrated database as a minimumn version of Microsoft SQL
Server, suitable for managing smaller thin client environments.

If you want to use these features select
the Microsoft SQL Server option.

If you are unsure of what to do then first
Consult a Unicon Expert for more unicon
information.

Back | [ Next | [ cancel

& Scout Enterprise Management Suite Installation X

6. Select the “User defined” option _
and press Next. B Scout Version 152304

Select the installation scope

O Standard

Welcome
Features [ scout Enterprise Management Suite will install the most used features
S er +

@ User defined

o= Choose which Scout Enterprise Management Suite features you want
%5 tobe installed and where they will be installed.

unicon
Back | [ Next | [ cancel
7. Make sure that ELIAS and the B Scout Enterprise Management Suite Installation x
Recovery Service are not checked. B’ Scout Version 152403

Select the Scout features for installation

Scout Server

If you want to change the default installation
Path then click on the “Path...” button to
change the default path.

Scout Server

The service controls and manages eLux
Scout Console clients a5 well as Windows clients which
] ELias have installed Scout Agent for Windows.

Report Generator Feature requires: 15.01 MB

Scout Board
Scout Keep Alive

Press Next.

[ Recovery Service

C:\Program Files\Unicon\Scout Space required: 180.99 MB

We already have ELIAS installed and freishiespeeeen G R SEE

Scout Board won't work because we unicon

Are using the Local DB for Scout.

Back | \ Next | | Cancel
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8. Enter your full computer- or domain name\

MS Windows Account with administrator

Privileges.
Press the Next button to continue.

unicon

K Scout Enterprise Management Suite Installation X

B Scout Version 152304

Please enter your Local DB user settings

Please enter the Windows logen data for the Scout user in the format
domain\username.

User [ScoUT-BVAAdminstator

Password | sssssesasssl

unicon
Back  |[  Nea ][ Cancel
9. If everything is alright press the Install button to begin the installation.
When the installation is finished click the Close button.
B’ Scout Enterprise Management Suite Installation X B Scout Enterprise Management Suite Installation X
E' Scout Version 152304 k' Scout Version 152304
Ready to install Scout Installation completed
2 These Scout features willbe installed qf 12222{;1::Ii‘merpvise Management Suite installation was completed
Scout Server Scout Keep Alive
Scout Console Recovery Service
P Earomis .
Visual C++ Redistributable 2019 Microsoft Native Client 11
S0L LocalDB Microsoft Report Viewer
[ mstaiite
C:\Program Files\Unicon\Scout 50.36 MB
unicon unicon
Back | [ ®mstal | [ Cancel
Time to start using Unicon Scout !
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7.2 Using Unicon Scout

1. During the installation an icon
for Scout had been placed on
the desktop. Start Scout by
clicking this icon. Scout Console

2. Log in with the default password: elux Scout - Login X
Now press OK. Scout-Server profile
Microsoft SQL LocalDB ~

User Administrator ~

Password

DE

Save password

Cance

3. You now will see a warning that the default Scout Enterprise x
password is being used.
No need to Worry abOUt that now. Press the I The device password is still in its initial state.

Please change the device password for improved security.

OK button. We will change it.

|:| Do not show again

I W ScoutBuiltin\Administrator@Microsoft SQL LocalDB - Scout Console
4. Let’s change the default password. e aey
A\Y H ”n H N e& =W MNF| Base device configuration... -
Go to “"Options” and then click on o I oo oo
“Change console password”. O oaheoe | cense ntormation..
(-] Enterprise Change console password...
Logging options..
Advanced options...
ELIAS settings...
Old password: elux .
New password: your new password
Confirm password: your new password
Press OK to change the password. \ezzl]
OU devices/applications
Change password X Scout Enterprise x
Qld password L]
New password LU LT | The password was successfully changed.
Cance
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5. Let's Configure the basic settings that K ScoutBuiltin\Administrator@Microsaft SOL LocalDB - Scout Console
d . ” I h | d File Edit View | Options | Security Help
every device will get until they are overruled. W R —— =
This can be Keyboard layout, time server, vl R —— Bari
olowheUEs License information... =
i i1 Lost & Found
Network settings or power management -D JE— = IG:ni
for example. {4 Applcatio  togging cptens.. o
& Devices Advanced options... Info ?
ELIAS settings.. D
. . . . Confi
Again click on “Options” and then click on ——— -
“Base device configuration”. Seres
Mou
Devic
| Propertie
QU devices/applications
6. In this example we will configure a time server.
Click on the Tab: Desktop and then on the button Change timezone.
Select the timezone you want and press OK.
Using base device configuration x B Select fimezone %
Priter | Mouse/Keyboard | Hardware | Powermanagement | Diaanostics |
General | Metwork | Display | Securty | Fimware | Mubimedia Desktop | Drives
[=]- Europe ~
Desktop Date and Time W=t
Language English {US) ~ Timezone ym .. Andorra
S S————— Change timezone - Athens
"~ — - Belorade
Keyboard shortouts = — - Bratislava
Time format 0 - Brussels
- Bucharest
- Budapest
-~ Chisinau W
Advanced i ]
Cancel
Cancel Aoply Help - .
7. In the Time server section enter you Using base device configuration %
preferred time server.
. Printer I Mouse /Keyboard I Hardware I Power management | Diagnostics I
Mine would be nI.pOOI.ntp.org General | Network | Display | Securty | Fimware | Mutimedia  Desktop I Drives
Because I live in the Netherlands, Desidon Date and Time
WhICh you prObably already gueSt It Language English (LIS} ~ Timezone  |LIS/Eastem
because of the Time zone © :
Background Change timezone
Time server
Keyboard shortcuts... Time format Ao -
Advanced
o ||ty ||t
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8. Configure the firmware update path.
Next time when we update the
“first-image” firmware in ELIAS we
can use SCOUT to push the firmware
to the eLux endpoints.

click on “Firmware”.
Enter the following:

Server: IP address of ELAIS Server

Path: elias/UC_RP6_X64
Image File: first-image.idf

Press Apply and then the OK button.

9. Again click on “Options” and then click on
“ELIAS Settings”.

Check "Use ELIAS 18 to open images”
and type the following as “Base URL":

http://<ip-elias-server>/elias/container/UC-RP6_X64

Press the OK button.

unicon

Using base device configuration X

Printer I Mouse/Keyboard I Hardware | Power management I Diagnostics I
General I Network I Display I Securty ~ Fimware | Multimedia I Desktop I Drives

Pratacol HTTP ~|  Proxytype | MNone ~

T — |
Path clias/C_RPE_X64 | |magefle |frstimage.idf ~|

UEFIfie | ~|

hitp ./ <elias-server=/elias/UC_RPE_X64first-image idf

Check for new image version on start
User interaction and formatting | ... ELIAS...

[ Check far new image version on shutdawn Reminder... Security...

Annuleren Toepagsen Help

& SCOUT\Administrator@Microsoft SQL LocalDB - Scout Console

File Edit View | Options | Security Help

oy e B X | [ Base device configuration... =

-5 Applications | (48 | Discover devices...
t?- FollowMeDes|
- Lost & Found
=[] Enterprise

-1 Applicatio Logging options...
ices]

License information...

Advanced options...

ELIAS settings...

Recovery settings...

ELIAS settings

~Caontainer:

Browse...

Delete

Use ELIAS 18 to open images

Base URL | http:/f<elias-server = feliasfcontainer JUC_RPE_X&4/

Cancel
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10.Time to start configuring applications.

We will start with the RDP client.

unicon

& ScoutBuiltin\Administrator@Microsoft SOL LocalDB - Scout Conscle
File Edit View Options Security Help
nHEXx Ral el P -

KvK: 08099045

Op al onze leveringen en diensten zijn onze algemene voorwaarden van toepassing gedeponeerd bij de KvK Veluwe en Twente.

Expand the Enterprise folder - Applications brol
. . . . & FollowMeDesktop =
Right click on Applications 15[ Lost & Found =
. --[] Enterprise
Click Add "o
.8 Devices Edit 3
Add..
Use parent applications 4
|Z‘ Use parent defaults
QU devices/applications
11.Click on the RDP-Client tab Application properties %
Enter in the name and Display name Local PN—ﬁgent Virtual Desktop StoreFront
. ICA RDP-Client Browser SAP-GLIT Emulation
you want your RDP client to have.
Mame of application | Unicon RDS
Enter your rdp server address Display name |Unicor1 RDS
Sorting ID
Check the Desktop Icon option.
Server I WK, HHK, KN
Press the OK button Application
Working directory
@ Logon
Username
Password
Domain
() Pass-through logon
[ JRestart application - -
[ start automatically after 0|s S CEEs
Desktop icon X Advanced
Cancel Apply Help
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12.Next we add an Internet Browser B ScoutBuiltin\Administrator@Microsoft SOL LocalDB - Scout Console
File Edit View Options Security Help
. N X B8l ae| o -
Expand the Enterprise folder - Applcatons pre)
Right click on Applications e Lot 2
Click Add T
A Devices Edit b
Add..
Use parent applications 3
v Use parent defaults
OU devices/applications
13.Click on the Browser tab Application properties W
L. . . Local PN-Agent Virtual Deskto, StoreFront
Name of application we will type Firefox ocs naen e rerren
) ) ICA ROP-Client Browser SAP-GUI Emulation
So we know in the Scout console this one
uses the Firefox browser. Name of application |F‘fEf°"
Display name | Internet Browser
For Display name type in Internet Browser Sorting ID
So the users will see Internet Browser on
Their device. Browser type Firefox w
In Home page type in the website you want Home page | bt fuvw gaogie.com
your users to see when they start the Startup page |
Internet Browser application. Proxy settings Use system proxy v
Check the Desktop Icon option.
Press the OK button
[Jrestart application - -
[ 5tart automatically after 0= —e
Desktop icon % Adwvanced
Cancel Apply Help
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14. Last but not |eaSt, Microsoft Teams. B ScoutBuiltin\Administrator@Microsoft SOL LocalDB - Scout Console
File Edit View Options Security Help
) NdBR X EAa &2 -
Expand the Enterprise folder - Applcatons pre)
Right click on Applications e Lot 2
Click Add T
A Devices Edit b
Add..
Use parent applications 3
v Use parent defaults
OU devices/applications
15.Click on the Local tab Application properties w
Name of application and Display name ICA ROP-Client Browser SAP-GUI Emulation
) } Local PN-Agent Virtual Desktop StoreFront
will be Microsoft Teams.
Mame of application | Microsoft Teams |
Select Custom as Local application Display name |I'~‘IicrnsoftTeam5 |
As Parameter type in: teams Sorting ID
Check the Desktop Icon option. Local application Custom v
Parameter | teams
Press the OK button
[uidden
[ ]restart application
[ start automatically after 0|s
Desktop icon - % Free parameters
Cancel Apply Help
And we are done! We have setup 1 default configuration and configured 3 applications that the
users can use!
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16.

17.

We don’t want to use the default applications
That came with the Scout installation.

Expand the Enterprise folder
Right click on Applications
Click in Use parent defaults to uncheck.

Everything is now ready to add our device
with Unicon elLux.

Click on the binoculars icon to search for device.

unicon

B ScoutBuiltin\Administrator@Microsoft 5QL LocalDB - Scout Console
File Edit View Options Security Help

NneEx R4 &el L -

@ Applications Prop¢
i FollowMeDesktop =

(#-[_ Lost & Found
=+ Enterprise

¥
mi

]

Use parent applications L3

e A e o

v | Use parent defaults

Prop

OU devices/applications

& ScoutBuiltin\Administrator@Microsoft SOL LocalDB - Scout Consol
File
B Y=

7] Applications

e
i FollowMeDesktop

(- Lost & Found

@

Edit View Options Security Help

B EXIP: -

18.type in the starting ip addr_ess in wh|c.h_you.r 7 Discover devices W%
Scout server and eLux device are residing in.
IF address start | 192,158, 1. 10 |
If your device’s ip address is 192.168.1.12
Then type 10 in Count. Count | 10 |
. . IP address end 192.168.1.19
Scout will search the ip address from | |
192.168.1.10 to 192.168.1.19 Password [eeee |
Destination QL
Click on Enterprise to select it as Destination
Where your eLux devices will be placed -Lost & Pound
ere your eLux devices e placed. G Lost &Found
28 enterprise
Password is default: elux
Press OK to search for your device.
When the device is restarted
[ Inform user for 0| seconds
IUser can cancel the command
Cancel
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19.When Scout is done searching you will Discovering in progress ...
see a summary that is saying 1 device Tt e
has been found. New devices: 1
Password mismatches: 0
Press OK when discovering is finished. oK

20.Click the Refresh button.
Expand the Enterprise folder
Click on Devices and in the bottom
you see that the devices has been added.

OU derices/applications %
Mame  Primary .. 1P address Image Conflg... | Config.. Manager Organiz.. infol | infol  Infol | Update.. Update.. Serial
oluxET. OEDCS.. 1921683032 recoveryidf  Actvat., Based.. 1921683038 Enterpe. MNotaw.. Notav.. RDD:

Aeady 1 Devicers), 6 Appucationty) Q-

21.Now that the client has been added it should receive the settings defined in Scout and have 3
desktop icons: Unicon RDS, Internet Browser and Microsoft Teams!
8.0. Final words

We hope that with the help of this guide you now have successfully created a secure and easy to
manage environment for you and your users!

If you need any assistance, advice or questions please do not hesitate to contact us or Unicon.

Tweco-IT bv Unicon GmbH

Value Added Distributor BeNeLux. experts in end-point operating systems and end-point
management.

+31 (0) 541 229933 +49 (0) 721 96451-0

support@tweco-it.nl info@unicon.com
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